Voice Communications

Executive Summary . . . . ... ... ... 387
APerspective . . ... ..o 391
Benefits to the Community and Agency . . . . . . 393
How Voice Communications Work . . . . . . . .. 395
Things to Consider . . . . . .. ... .. ... .. 413
Challenges to Implementation . . . . . ... ... 423
Estimating Costs . . . . . ... ... ... .... 427
Purchasing Guidelines. . . . . .. ... ... ... 429
Backup Systems . . . . . ... L. L. 431
Training . . . . . ... . Lo 437
Sample Policy . . . . . ... ... ... ... 451
Sample Press Release . . . . ... ... ... ... 461
LegalIssues . . . . . .. ... ... ........ 465
Additional Resources . . . . .. ... ... .. .. 475
Glossary . . . . . .. ... ... 481

IACP/COPS Technology Technical Assistance Program | 385



N—

386 | IACP/COPS Technology Technical Assistance Program




[l

==

Executive Summary

By Margaret Jacobs

'The voice communications system (a.k.a. the radio) is arguably one of the most critical

piece of equipment in the public safety business. In recent years, tremendous advances in
technology (e.g., wireless and digital capabilities) have made this tool more valuable than ever.
For example, public safety workers can share pictures of suspects, criminal records, bulletins,
fingerprints, blueprints, and surveillance video across thousands of miles in minutes or even
seconds.

Yet, with such outstanding gains come new challenges, complexities, risks and concerns. For
instance:

* Wireless technologies and increasing terrorism threats create new security issues.

* As public safety agencies depend more heavily on computerized systems, any failures
with these systems have increasingly grave consequences. This was demonstrated very
poignantly during 9/11 and Hurricane Katrina.

* Both 9/11 and Hurricane Katrina brought to the nation’s attention how crucial it is
for public safety workers to be able to communicate both across local departments
(e.g. law enforcement, fire, and EMS) and between municipal, state, and federal
agencies.

It is vital for the safety of the public and especially for that of the public safety workers that
law enforcement executives remain aware of the issues surrounding technological advances in
their field. They must seriously consider technical advances and risks as they plan, build and
upgrade the voice communications systems in their agencies.

Amidst the many important issues surrounding voice technology in public safety today,
paramount in the post 9/11 world is the issue of interoperability. Interoperability is the ability
for public safety officials to share information in a secure, real-time, digital environment.

'This concept encompasses the idea that public safety workers will have communications
equipment that is functional and secure between first responders across departments (e.g. law
enforcement, fire, and EMS) and also between local, state and federal agencies.

Obviously, there are hundreds of things to consider when purchasing or upgrading a voice
communications system. First, it is important to consider some general issues about making
such a purchase and estimating costs. Such an endeavor requires careful consideration

of both long-term and short-term budget planning. The project will include a design,
implementation, construction, and maintenance phase. Costs are highly dependent upon the
status of the existing system. While planners usually focus their first budgeting concerns on
the radio equipment itself, it is very important to consider all related costs including long-
term support, training, and maintenance of the entire network. Preparing a full request for
proposal (RFP) is highly recommended.
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Some major factors to consider when preparing a RFP include the following:

* Be sure that the equipment you are considering allows for expansion and growth

* Consider its backward compatibility with older equipment

* Make sure your maintenance contract includes getting your system back up and running
quickly without days of downtime

Don't forget hidden costs such as:

* Service contracts

* Maintenance

* Consumables

* Installation and programming charges

* Consultants and contractors

* Construction costs including things like site preparation and electrical wiring
* Alarm systems and remote maintenance possibilities

* Contingency funding for unexpected expenses

One recent study highlighted the most common problems with radio systems as reported by
public safety agencies. First on the list was incompatible radio systems. Shockingly one in three
agencies reported difficulties due to a lack of compatible wireless radio. Second was a lack of
funds. Other issues included geographical challenges, incompatible equipment, and spectrum
limitations.

Partnerships and creative thinking are a few ways to help overcome cost issues. One
cost-effective idea is incremental compliance, that is, slowly adding new equipment to a system
while maintaining compatibility with the older system. To overcome spectrum limitation

issues, an agency can utilize trunking. Trunking uses computers to queue frequencies to expand
channels and talk groups. The use of trunking can expand a system from ten channels up to 256.
Gateways and shared channels are other options to help with spectrum limitation.

As mentioned earlier, interoperability is the most important issue in voice communications
today. Therefore, beyond all the issues mentioned above, it is crucial for law enforcement officials
to carefully consider interoperability when purchasing or upgrading a communications system.

When attempting to build an interoperable radio system, one helpful item to consider is

the P25 Standard. It is a set of voluntary common system standards for digital public safety
communications selected by the Project 25 Steering Committee (a committee established

by APCO, NASTD and the U.S. Government). P25 compliant radios can communicate in
analog mode with older analog radios and in digital or analog mode with other P25 compliant
radios. The P25 standard also indicates that compliant systems can be cost-effectively upgraded
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and maintained throughout the life of the radio system. The P25 standard allows for eight
acceptable interfaces on all types of radio equipment (e.g. radios, base stations, and dispatch
consoles) which will then allow P25 compliant equipment from one manufacturer to operate
with equipment from another manufacturer.

Pioneers in the development of truly interoperable systems have encountered many obstacles
along the way. Diligent administrators have gained ground by moving cautiously and using
careful planning, strategy, preparation, and coordination between departments and wise use of
technology. Successful implementers of the technology recommend the following behaviors:

Clear up lack of bandwidth and quality of transmission problems to allow voice, data
and video to travel over the same communications lines.

Upgrade from analog to digital and trunked systems.

End the development of “siloed” radio systems (that is each department having its
own disparate system). Agencies on the local, state, and federal level must coordinate
development efforts. Governance must help to drive this.

Public officials must plan for functional integration between first responders (law
enforcement, fire, and EMS).

Public officials must also plan for interoperability in their threat response preparation
(e.g., natural disasters and terrorist attacks). This includes stand alone backup systems.

The SAFECOM program within the Department of Homeland Security (DHS) is working
on many projects to advance interoperability. SAFECOM’s Interoperability Continuum Tool
suggests there are critical factors that must be considered when designing and deploying a
successfully interoperable communications system. These factors include:

Instituting cross-jurisdictional governance

Setting acceptable and enforceable technical standards

Insuring that national funds are distributed for interoperability efforts at state and
local levels

Forming collaborative partnerships among federal, state, tribal and local government
agencies

Standard operating procedures

Technology

Training/exercises

Usage of interoperable communications

SAFECOM also encourages adherence to six other principles of collaboration to help
improve levels of interoperability when developing a system. These are:

Gain leadership commitment from all disciplines (law enforement, fire, EMS)
Foster collaboration between disciplines through leadership support

Interface with policy makers to gain leadership commitment and resource support
Use interoperability solutions on a regular basis

Plan and budget for ongoing updates to systems, procedures and documentation
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* Ensure collaboration/coordination across all elements (governance, standard operating
procedures, technology, training, and usage)

Fortunately, the 9/11 Commission agrees that interoperability is of utmost importance to
public safety and homeland security. The 9/11 Commission has worked to promote the
development of truly nationally interoperable communications systems on several fronts.
First, it has publically recognized the importance of increasing the radio spectrum for public
safety purposes and urged Congress to push the FCC to quickly allocate more of the radio
spectrum for public safety. It has also strongly encouraged the development of signal corps
— UNits to stabilize communications across agencies. And it has implored Congress to make
tunding for these issues a priority.

eoessssessssee T help first responders overcome problems with congested public landlines and cellular
services in the event of a disaster, the National Communications System (NCS), part of

00 the DHS offers several of priority communications services. The landline service is called

GETS (Government Emergency Telecommunications Services); the wireless service is

eoe called WPS (Wireless Priority Service). NCS also operates a FCC program known as

Telecommunications Service Priority (TSP) which mandates that in the event of a disaster,

damaged telecommunications circuits needed by emergency personnel will get priority

for repairs before others. Sadly, these services are often overlooked. Information on costs

for these services, how to sign up, available training, and insightful examples of how these

services helped disaster relief workers during Hurricane Katrina are provided in the TDR.

) @ O In the end, all the technology in the world is of no use if the people involved do not know
how to use it. As Chief Michael Mastroianna of the Penn Township Police Department put
it, “In the middle of a critical incident is not the time to learn how to use the radio”. The
records show that police departments with the greatest success provide frequent training
across a broad range of commonly used codes and the proper procedures for radio usage.
Training produces more effective, efficient, and safer departments. Standard operating
procedures, policies, and training plans are effective tools that foster these qualities. The
TDR provides excellent documentation on training standards and a sample policy on how to
handle calls and radio communications.

Developed for IACP’s Technology Desk Reference, 2006 by Margaret Jacobs, Consultant
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A Perspective

'The topic of voice communications is one of great interest to law enforcement
executives, but also a topic that presents a considerable challenge. Most law
enforcement executives know what communications capability they need or desire but
they often are confronted with complex technical issues that are difficult to understand
when determining the best approach to upgrading or replacing their communications
system and equipment. The documents included in this TDR are intended to be helpful
in that regard.

Over many years, the JACP has been collaborating with other leading national public
safety organizations to advocate for additional radio spectrum and increased funding
(at the local, state and federal level) to improve public safety communications and
interoperability. Working with the Association of Public Safety Communications
Officials International (APCO), Major Cities Chiefs Association (MCC), National
Sheriffs’ Association (NSA), Major County Sheriffs’ Association (MCSA), and the
International Association of Fire Chiefs (IAFC), progress has been made in both areas.

As an example of such progress, in 1997, Congress directed the Federal
Communications Commission (FCC) to allocate additional radio spectrum to public
safety and as a result the FCC allocated 24 MHz of new spectrum in the 700 MHz
band. Although much of this spectrum has been occupied by television broadcasters,
in February of 2006, Congress passed a law directing the TV broadcasters to vacate
this spectrum no later than February 2009. This new spectrum provides an opportunity
for law enforcement and emergency services agencies to develop new communications
systems that allow for use of cutting edge technologies not previously available to public
safety. Up until this time, available data rates were limited to slow text type messaging.
Now, with the new wider bandwidths available at 700 MHz, public safety has an
opportunity to use new wideband and broadband technologies to provide cutting edge
services such as faster transmission of photos, diagrams, and streaming video.

Another example of progress has been the funding allocated by Congress for the COPS
Program and the Department of Homeland Security to improve law enforcement
communications systems.

(Continued)
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Law enforcement executives should also look to the members of the IACP
Communications & Technology Committee as a resource. These IACP members, both
law enforcement executives and commercial executives, have many years of experience
in implementing new communications systems and technology and can be helpful
when you have a question concerning such issues.

'The documents included in this guide represent an effort to bring together resource
materials that will be helpful to law enforcement executives in better understanding
voice communications issues.

Chief Harlin McEwen, (Ret.)

Communication Committee Chair—International Association of Chiefs of Police
Communications Adviso—MCC, NSA, MCSA

Ithaca Police Department—New York

392 | IACP/COPS Technology Technical Assistance Program




Benefits to the Community
and Agency

Source: Steve Proctor, Executive Director—Utah Communications Agency Network

Many individuals and publications have cited the benefits that technology has brought
to the community, such as enhanced safety, security, and in many cases, a greater return
on the tax dollar. Law enforcement executives have frequently taken the lead in the
recommending and implementing technology within their communities.

One of the most vital pieces of equipment to law enforcement is their voice
communication system (radio). As society becomes more mobile, we recognize that we
cannot operate without it. This TDR was designed to assist us to recognize what will
best suit our departments as we advance or grow with new technologies and ideas. We
feel that this information will reduce the trial and error that brings with it expenses
and the loss of time. The IACP and the TDR are primary information sources for law
enforcement executives. We hope you find this information educational and of use as
you bring the needed technology into your departments.

Chief Ed Rhoades
Heber Police Department—Utah

An agency’s voice communications system is a key piece of equipment in the public
safety business. While police personnel are the key components of emergency
response, the ability to communicate is also critical. Communications and the ability
to command, direct, oversee and talk with responders in the field have proven to cut
response time and save lives. The absence of viable communications frustrates and
causes delays in operational responses.

Voice communications systems offer the following benefits to agencies:

* 'The ability to contact personnel for required response to routine and
emergency calls

* Alifeline for the officer in the field to contact dispatch and other officers for
assistance

* Savings in time, fuel and travel when used to coordinate response and
management of field personnel from a remote location
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Interoperable communications can provide the ability to coordinate with surrounding
agencies, cities, counties, and departments. This fact is becoming more and more true

with the multiplicity of requirements in emergency situations such as: chemical spills,
transportation detours, backup to responding officers, chases, multiple alarm fires and others.
While planning a communications system can be time-consuming, communications

systems with adequate planning and design can be expanded to meet growth and future
requirements as the agency expands. Secure and encrypted communications requirements can
aid undercover and task force operations requiring increased security. Additionally, systems
built by multiple agencies can be bridged together across agency or political boundaries to
improve communications interoperability and response. This is especially critical for agencies
to coordinate wide area responses.

Communications systems designed and built to public safety standards, with redundant
pathways and sufficient backups, usually survive widespread power, weather and other
dramatic actions to continue to function thru whatever the disaster. This will provide the
communications necessary to mitigate the situation. Public safety system are not subject to
call interruption or blocking by private users trying to access a network—such as cellular or
wired phone networks during emergency situations.

As technology advances, additional networks supporting data and video will also

become common, however the voice communications system will always be the primary
communication tool used by public safety officers for the foreseeable future.

Developed for IACP’s Technology Desk Reference, 2006 by Steve Proctor, Executive Director —Utah
Communications Agency Network
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How Voice Communications Work

Source: Understanding Wireless Communications Public Safety: A Guidebood to Technology Issues,
Planning and Management

Police radios, and eventually their use, have become the intense focus of public safety
services since 9/11. The police radio, whether mounted in or on a vehicle or carried

on a duty belt or by hand, has long since become a standard part of a police officer’s
equipment. Our desire for communication is simple, we want instant contact with a live
person any time day or night. When the transmit button is pushed, the signal is received,
the transmission is immediately acknowledged and whatever need has been requested is
filled. Despite weather, terrain, operation conditions or any other factor, an officer’s very
life will depend on that simple transmission of information.

'The buzzword these days is “interoperability.” Within the same large agency it can be
complicated, not to mention with other first responders in the same jurisdiction or in
neighboring jurisdictions that might be responding as mutual aid.

Technology development has allowed equipment to evolve far beyond our simplest
needs, often making choices difficult. Even the most simple of equipment offers a
dizzying array of options. Dozens of channels, choice of frequencies, encryption, private
line, GPS location transmission, and emergency notification are but a few choices chiefs
must consider when looking to purchase. The situation becomes only more complicated
when the equipment moves up in sophistication to mobile radios and then base stations.

Once basic equipment is chosen, a chief has many more decisions to make to ensure that
communications will be effective. Transmission methods, frequencies and many other
potential problems must be resolved prior to purchase.

In the end, it is not unusual to find that a system, equipment, computers and software
are well beyond the budget a chief might have to fund the system. Then, the chief has to

make some tough decisions on what to sacrifice or where to look for further funding.

In the end, the chief has to balance needs, desires, financial capability and reality into
a communications plan that will serve the department into the future and provide the
simplest of tasks - pushing that transmit button and being able to relay information to
another person without exception.

Chief Joseph Estey, (Ret.)
Past President, The International Association of Chiefs of Police
Hartford Police Department—White River Junction, Vermont

IACP/COPS Technology Technical Assistance Program | 395

U




N—

©000000000000000000000000000000000

Characteristics of Radio Systems, Understanding Radio Terms

Radio technology is full of confusing terms that come straight from a physics book.
Sometimes when one asks a radio engineer a question, one gets an answer that is a
tormula. The goal in this section is not to turn you into radio experts, but to help chiefs
understand the experts a little better when they talk to you.

Wave
'The basic building block of radio communications is the radio wave. Like waves on the ocean,
—— 3 Tadi0 wave is merely a stream of repeating peaks and valley.

One big difference between ocean waves and radio waves is that ocean waves are visible, while
eooseeesssseee rydio waves are not. People can see how far apart or how high the peaks are on the ocean.
Radio waves have those same characteristics, people just cannot see them.

00
Wavelength

The length of a wave is measured from one point to its next corresponding point. In other
words, the wavelength could be the distance from one peak to the next peak or from one
valley to the next valley and so on.

In radio terms, a short wavelength would mean that the peaks are relatively close together. A
long wavelength would mean that the peaks are relatively far apart.

B AN Cycle

'The entire pattern of the wave, before it begins to repeat itself, is called a cycle.

Frequency

Cycles repeat over time. The fact that they do is the basis for one of the most important terms
in radio communications—frequency. Frequency is defined as the number of cycles that occur
each second.

When they talk about frequency, radio engineers use a shorthand term for “cycles per second,”
which they call “Hertz.” (The word Hertz is usually shortened to “Hz” when written.) Both
terms mean the same thing.

‘Thousands of radio wave cycles usually repeat themselves each second, so engineers have
adopted the practice of writing kilohertz (shortened to KHz), which means 1,000 cycles per
second, megahertz (MHz), which means one million cycles per second, or gigahertz (GHz),
which means 1 billion cycles per second, when they refer to radio frequency. Thus, 10 million
cycles per second can also be written as 10 MHz.
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Frequency and wavelength are inversely related. In other words, the higher the frequency, the
shorter the wavelength, and conversely, the lower the frequency, the longer the wavelength.
At extremely high frequencies (above 30 GHz), the distance between the peaks of the wave
becomes so small (1 centimeter or less) that a raindrop would not fit between them. In fact,
at these extremely high frequencies, it is possible for rainy weather to disrupt the wave and
distort or completely block the resulting signal.

Spectrum and Bands

'The complete range of possible frequencies that are now used or could be used for radio

communications is called the spectrum. The audible frequency range is usually considered to

span from 20 to 18,000 cycles per second or Hertz. For practical purpose, the useful radio I ——
spectrum ranges from approximately 30 KHz up to more than 300 GHz. vesesee

Radio professionals often discuss frequencies by grouping them into ranges, which are called

bands. The bands are often referred to by names like HF (high frequency), VHF (very high \

frequency), UHF (ultra-high frequency), SHF (superhigh frequency), EHF (extremely high

Public Safety Bands —-0
0 o
—0

frequency), and infrared.

Two of the radio frequency bands are of particular interest to law enforcement agencies
installing their own mobile radio systems. These are the VHF and UHF bands, whose ranges
are designated as VHF 30-300 MHz and UHF 300-3,000 MHz.

Channels

'The Federal Communications Commissions (FCC) arbitrarily groups frequencies into
categories they call channels. When the FCC licenses a channel to you, it specifically
identifies the center frequency (sometimes called carrier frequency) for the channel. This
central frequency is the main frequency for carrying the information to be transmitted. Thus,
the radio information is transmitted over the several frequencies contained within a single
channel. The more frequencies in a channel, the greater its width (called bandwidth), and the
greater the amount of information it can carry.

Generally, the wider the bandwidth, the more information may be transmitted. However,
with microprocessors and sophisticated software techniques, more information can now
be sent through less bandwidth than was possible just a decade ago. As a result, spectrum
efficiency has improved.

Mobile Radio System Frequencies

'The FCC has assigned frequencies so that there are typically 25 KHz between channels in
the UHF band. In other words, a 460 MHz frequency assignment (the center frequency)
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means that the information transmission falls between 459,987.5 KHz and 460,012.5 KHz
(i.e. 12.5 KHz on either side of the center frequency).

In its goal to promote the efficient use of the spectrum, the FCC is changing most of the
bandwidths of radio channels below 512 MHz in a process it calls “refarming.” It is presently
reducing channel bandwidths by half and will reduce the bandwidths by half again in the year
2006.

Frequencies covering TV channels 60-69 have been reallocated from television to private
— Us¢ and public safety use. The 24 MHz of public safety spectrum includes the 764-776 and
794-806 MHz portions of this band. The FCC has required that all systems in this band
employ digital modulation. The band has been split into two sections. The voice portion of
cecccccesssees  thisspectrum is based on 6.25 KHz channel width building blocks that can be combined
up to 25 KHz maximum. The use of conventional equipment using the project 25 common
'Y X air interface standard is required on the 64 interoperability voice channels designated in
this band. The wideband data portion of this band is built on 50 KHz building blocks that
Al can be combined up to 150 KHz maximum, with an interoperability standard now under
development for interoperability data channels.

Spectrum planning in this band is under the auspices of Regional Planning Committees in
the same manner as the earlier 800 MHz and NPSPAC band. The FCC formed a Federal
Advisory Committee called the National Coordination Committee (NCC) to assist it in
developing operational and technical guidelines for this band. Reports and Recommendations

) @ O from the NCC are available on the FCC Web site.

Frequency Selection Considerations

Coverage—In general, the lower the frequency, the better the coverage for a given
power level. VHF low band has the best coverage for a given effective radiated power
(ERP).

Building Penetration—UHF frequencies with shorter wavelengths (typically within
the range of 200 MHz to 2000 MHz) have better building penetration through
building openings, such as windows and doors, than do VHF frequencies below

200 MHz.

Skip—At VHF low band, stations can experience “skip” (the radio wave reflects
from the ionosphere during the height of the sunspot cycle), often causing so much

interference that local communications cannot be carried out.

Noise—Natural and man-made noise is worse the lower the frequency. Higher bands
experience much less noise interference.
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Antenna Size—The lower the frequency, the larger the antennas for a given amount
of gain.

Transmitters and Receivers

Base, mobile, and handheld radios consist of components called transmitters and receivers. In
most cases, some circuitry is used for both transmitting and receiving, so a radio is said to be
a transceiver.

Transmitters

A transmitter generates a radio wave or signal. The frequency generating component is called
an oscillator. Frequency multipliers multiply the frequency up to the final output frequency.

A power amplifier increases the power signal to obtain the necessary power output to the
antenna.

'The output frequency is a continuous wave (CW) called a carrier. Intelligence is added to
the transmitter by varying the amplitude of the carrier (amplitude modulation or AM) or by
varying the frequency of the carrier (frequency or phase modulation of FM).

Receivers

The receiver is the opposite of the transmitter. It receives the modulated carrier, processes it,
and sends it to a detector section, which strips oft the modulation signal from the carrier to
restore the original intelligence.

Radio systems are generally designed for AM or FM. Voice transmission is produced using
a microphone at the input of the transmitter and loud speaker at the output of the receiver.
'The signals are usually analog, or continuous, signals.

Data are transmitted using binary signals. One simple method of transmitting a binary signal
uses frequency shift keying (FSK). A zero is represented by transmitting a particular carrier
frequency, and a one is represented by shifting the carrier frequency to a different frequency
(usually with less than 1,000 Hz difference). The receiver interprets the ones and zeroes and
reconstructs the binary data stream.

'This is just one simple scheme for transmitting data. Most of today’s systems use more
complex methods to maximize spectrum efficiency.

All communications receivers used in dispatch-type communications have squelch circuits
before the audio circuits, which keeps the output oft when there is no signal (so that you do
not have to listen to noise) and passes the detected signal through when the correctly coded
signal is received.
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Antennas

An antenna allows a radio transmitter to send energy into space and allows a receiver to
pick up energy from space. Generally, the higher an antenna is above the ground, the larger
coverage of the radio signal.

'The fundamental antenna is the dipole, which consists of a wire or rigid metal rod. A dipole’s
length is set to approximately one-half the wavelength of the carrier frequency. Thus, a 300
MHz carrier, with a wavelength of 1 meter, would need to a use a dipole that % meter long.

Assuming the wire is vertical, the three-dimensional radiation pattern is omnidirectional
around the wire in the horizontal plane and is donut shaped in the vertical plane.
(Omnidirectional means that the same amount of radiation can be measured the entire way
around, at any given cross-section of the donut.)

®00 If the antenna is vertical to the earth’s surface, its electric field will be vertical, and the
antenna is said to have vertical polarization. If the antenna is horizontal and the electric field
is parallel to the earth’s surface, the polarization is horizontal. Almost all mobile operations
use vertical polarization.

Antenna Gain

Antennas are the transmitting and receiving elements of a radio system. Gain is the focusing
of the antenna’s radio frequency (RF) electromagnetic energy toward certain directions.

By focusing the energy from or to a dipole antenna in a particular direction, you can increase
the effective transmitted power outward toward that direction plus increase the received signal
strength from the direction. This is important for two reasons: 1) you may be able to use less
power to transmit a signal for the same signal level at a receiving site; and 2) interfering signals
from the other directions will decrease in level causing less radio frequency interference for you.

Gain is important because of its relationship to RF power requirements. For example, if the
gain at a base station is doubled in the direction of a mobile, the mobile receiver will receive
twice the signal strength power. Similarly, a mobile transmitting toward the base station
will have twice the signal strength at the base station. Plus, potential co-channel interfering
signals coming from other directions will be lessened with respect to the desired signal.

To summarize, by increasing the gain (or directivity) of an antenna in a two-way radio circuit,
you may save money by buying a less powerful transmitter, achieve higher received signal
levels from stations in the gain direction, and discriminate against signals on the frequency
trom other directions.
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Types of Antennas

Base Station Antennas—Most base station antennas are omnidirectional in the
horizontal plane (azimuth) so that mobile and portable radios may communicate with a
base station from any direction.

Directional Antennas—If you need to direct the RF energy in one direction and

do not need an omnidirectional pattern in the horizontal plane, an antenna may be
constructed to shape the pattern toward the single direction. The patterns in both the
horizontal and vertical planes are focused and increase the gain considerably over an
omnidirectional dipole.

Mobile Antennas—The simplest mobile antenna is a quarterwave whip antenna. It
consists of a single vertical element, approximately 1/4 wavelength long, mounted onto
the metal roof of an automobile, and is called a monopole. The roof acts as a “ground
plane” reflector so that the antenna radiation pattern emulates a dipole antenna.

At VHF low band (50 MHz), a quarter wave monopole antenna is about 5 feet long.
As the frequency is increased, the length of a monopole antenna is reduced. At 850
MHz, a monopole is only 3.5 inches long.

Portable Antennas—Portable radios usually use helically wound or rod antennas
attached to the radio. These are usually less efficient than base or mobile antennas.
There are also times when your body is between the portable and the base with which
it is communicating, causing a decrease in signal. In addition, the height of the portable
antenna (belt mounted versus a lapel-mounted speaker microphone antenna) can make
a significant difference in radio coverage. All of these characteristics must be accounted
for in designing a system.

Smart Antennas—A major development has occurred in the design of “smart antenna
arrays” which are able to adjust to their environment so that they enhance desired
received signals while discriminating against interference from undesired signals. The
antennas are made of a large number of antenna elements each of which are controlled
using computer technology in near real-time.

Smart antennas adapt themselves automatically toward the direction of incoming
desired signals via digital signal processing (DSP). With DSP, a series of microprocessors
change the phase and amplitude of the elements to focus the antenna pattern in

the desired directions while discriminating against interfering signals. The most
sophisticated antenna arrays are able to adjust to many difterent desired signals via space
division multiple access (SDMA) so as to process the antenna lobes to accommodate the
signals simultaneously.
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Although smart antennas are quite costly, the economical trade-off is increasing the capacity
of antenna systems to support an increased number of users.

Effective Radiated Power (ERP)

A term used in land mobile radio to indicate the “effective” power radiating from the antenna.
ERP in decibels (dB) equals the transmitter power output into the transmission line, less the
losses in the transmission system (including that of the transmission line, filters, couplers,
etc.) plus the gain of the antenna in dBd.

ERP is a fictitious number indicating the effectiveness of a transmission as compared to that
of a transmitter connected to a dipole with no transmission losses. There is a real point to it.
To the receiver listening to this transmission, the transmission will be 3dB stronger than it
would if it came from the same transmitter using a cable with no loss and a dipole antenna.

Interference

With the advent of cellular, Personal Communications Systems (PCS), specialized mobile
radio (SMR) and enhanced specialized mobile radio (ESMR) systems, many new antenna
installations must be made throughout the country. To minimize the number of new antenna
sites (and associated towers), installations with a multitude of radios combined on a few
antennas are becoming more prevalent.

As the number of radios and antennas is increased at a site, the interference potential of
generating and/or receiving spurious signals is increased. Therefore, filters and isolators
(discussed in the next section) must be added to the antenna circuits. Usually, the last station
to build at the site causes the interference and is responsible for the additional filtering
equipment. Some sites have full-time managers who screen an applicant’s plans to anticipate
any interference potential.

Radiation

A potential problem of exposure to harmful radiation exists around transmitting antennas.
Service personnel in the vicinity of a tower or climbing a tower could be exposed to harmful
radiation. It may be necessary to reduce power or shut down transmitters before climbing a
tower. Wearable exposure alarms are available to warn of excessive radiation.

The radiation danger is highest when there are high-power broadcast stations at common
sites. Radiation exposure requirements for the public are less than for personnel associated
with the site. To help prevent public exposure, security fences usually are constructed around
towers, and the fences are posted with “Hazardous RF” signs.

Local Regulations Controlling Antennas
Most cities have zoning ordinances that control the use of land for radio sites. These usually
include maximum tower heights and setbacks, as well as the antenna types and radiation
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characteristics. Usually an application for a radio site is prepared by an applicant and submitted
to the zoning board for processing and a recommendation. County commissioners or city
council members have the final approval. Members of the public often have the opportunity to
voice their opinions regarding the aesthetics and requested use of the site before approval. It is
not unusual for a government entity to add stipulations for disguising a tower and antenna.

Radio Coverage

One of the most important characteristics of a radio system is its coverage. That is, it is
important to know exactly where the base or repeater station signals may be received

by mobile or handheld radios and exactly where mobile or handheld radio stations may

be heard by a base or repeater station. All parameters must be placed into one of several
computer models (called propagation models) to get a reasonably accurate output. These
include transmitter power out, transmission line losses, antenna gain and directivity, foliage
losses, building losses (if required), receiver sensitivity, and antenna and transmission line
characteristics.

Mobile and handheld radios differ from base stations due to their lower power and to poorer

antenna efficiency. Coverage patterns should be made for each kind of radio used in a system

so that you know exactly where to expect coverage. If you don't know that an officer’s portable
radio transmission will not be heard at a repeater, it could put the officer’s life in jeopardy.

Coverage should always be verified by running actual tests after a system is constructed. There
are testing procedures available from some of the larger system suppliers.

Duplexers, Combiners, Multicouplers

Duplexers, combiners, and multicouplers are components that make it possible to connect
multiple transmitters and receivers to antennas. These important filtering and isolating
components are used in a radio system to optimize its operation and minimize interference
with itself as well as other systems.

A single repeater, consisting of a transmitter and a receiver operating on different frequencies,
is most often connected to a common antenna. If the transmitter energy gets into the
receiver, it can burn out the front-end components or cause severe interference in the receiver
and, as a result, in your overall system.

You can use two antennas, one above the other, but this configuration may still not provide
enough isolation. Therefore, a duplexer may be used to increase the isolation and to keep the
transmission from interfering with received signals.
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Duplexers

To shield the receiver from the transmitter, cavity filters are often added in the transmitter
and receiver transmission lines to form a circuit called a duplexer. There are several
configurations.

Combiners

When trunked radio systems are used with a multitude of transmitters connected to an
antenna, a circuit element called a combiner is used to combine the output signals. The
combiner allows the transmitter outputs to be coupled together, sending the output power of
— eych transmitter to the antenna with minimal loss.

An additional element may be used in the circuit between each transmitter and the combiner
ee00e00000809® (o increase isolation to the other transmitter outputs. Such an element is called an iso/aor.
[ N N If there is inadequate isolation, the mixing of the transmitted signals can cause the generation
of additional frequencies called intermodulation products, or IM products, which may cause

[ X X . .
interference to nearby recelvers.

Multicouplers

A device similar to a combiner, called a multicoupler, is used to connect a multitude of receivers
to a single antenna. Usually, a multicoupler contains an amplifier that covers all the receiving
frequencies and then splits and sends each signal to its particular receiver.

Multiple Access Systems

Several cellular radio systems are used to improve spectrum efficiency, allowing more users
to employ a channel or frequency band. The primary technologies used today are frequency
division multiple access (FDMA), time division multiple access (TDMA), and code division
multiple access (CDMA). Public safety radio systems primarily use FDMA and TDMA
technologies.

Frequency Division Multiple Access (FDMA)

'The original cellular radio channels were 30 KHz wide and accommodated one voice signal
subscriber. As the number of subscribers increased, some cellular radio companies opted to
divide the 30 KHz channels into three 10 KHz channels, which would allow a 3:1 increase in
subscribers. The process is called frequency division.

Multiple access is accomplished by the cellular radio system control computer having the
ability to assign each of the channels to different subscribers. When one subscriber has
completed a call or moves into a new cell, the channel may be reassigned to another
subscriber.
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Time Division Multiple Access (TDMA)

Another scheme used by cellular companies is to take the same 30 KHz channel, but instead
of dividing it into three narrower channels, it is set up for transmission in three time periods
so that three subscribers still use the total 30 KHz; now each subscriber would talk for one-
third of the time, thus increasing the number of users by 3:1. By allowing each subscriber to
talk for a few milliseconds in rotation, three conversations now take place within the same 30

KHz channel.

For time division transmission to work, the voice signal must be digitized by a vocoder

(voice coder) and each digitized signal is sent in sequence over the 30 KHz spectrum. The

subscriber’s phone must be perfectly synchronized with the transmission so that it only ——————
decodes the desired subscriber’s signal in its vocoder. Cell phone and PCS companies have

found that by using TDMA, up to eight subscribers may use the same 30 KHz spectrum.

Multiple access is accomplished in the same manner as in FDMA above.

Code Division Multiple Access (CDMA) \ | | | | | |
—0
0 )
—0

A digital modulation that uses spectrum spreading techniques and is more complex
than either FDMA or TDMA. The transmission spectrum is always much wider than
that required for a single transmission, allowing many simultaneous transmissions to be
interspersed within the same bandwidth.

Two types of systems are used: frequency hopping and direct sequence. Both systems use
vocoders to digitize the signal.

* Frequency Hopping
'The frequency hopping concept is easy to visualize. The transmitter changes
frequency every few milliseconds in a prescribed manner as it transmits information.
A perfectly synchronized receiver follows the frequency change sequences of the
transmitter from one frequency to another to receive the information.

* Direct Sequence
In the direct sequence CDMA, the transmitted digital signals are coded by a
“spreading algorithm” in each transmitter. Each receiver has a decoder that deciphers
the spread signal and recovers the voice. By using several different spreading codes
within each algorithm, this system accommodates many different users at the same
time.

Current Public Safety Radio Systems
Two-Way Simplex Radio Systems

Two-way radio systems using one frequency are called simplex radio systems. Base stations,
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mobiles, and handheld radios communicate on a single frequency. All new equipment being
placed into service today for both VHF (excepting the 220 MHz band) and UHF bands is
required to be 12.5 and 15 KHz wide, respectively, as required by part 90 of the FCC Rules.
However, users with 25 and 30 KHz bandwidth equipment may continue to use their existing
systems.

Base stations usually have high antenna installations to make sure that they can attain the
desired radio coverage area. One problem with a simplex system is that handheld and mobile
radios cannot communicate very far with each other because of their low antenna heights and
are usually limited to just a few miles in flat terrain. Therefore, the person at the base station
must repeat transmissions from one mobile to another. To alleviate this situation, the mobile
relay or repeater was developed.

Two-Way Mobile Relay Systems
"Two-way mobile relay systems are also called mobile repeaters, or just plain repeaters. In this
discussion, these terms are used interchangeably.

'The repeater makes use of two frequencies. The repeater radio functions as an amplified relay
station receiving high or low-power base stations, low-level mobile, and handheld radio
signals, changing their frequency, amplifying the signals, and re-transmitting them on the
repeater output frequency. Repeaters are generally installed on the highest points within the
coverage areas, including high buildings and mountaintops where the topography allows for
maximum coverage and penetration. Thus, regardless of the output or the antenna heights
on handheld, mobile, and base radios, the repeater signal is always the same strength at any
receiving site.

Twice the bandwidth of a simplex system is now required, further aggravating the spectrum
efficiency problem. Voice FM simplex and repeater radio systems suffer from other
disadvantages too. For example, when a base or repeater station is placed on a high point, it
can cover distances of 60 miles or more in radius and thus, although not usually needed by
the licensee, negates the option of relicensing the frequency to another user up to 120 miles
from the licensee.

Repeater Innovations

Repeater stations are usually high-power stations, 600 to 3,500 watts ERP, and cover a large
area. Handheld radios, with their low output power of 0.5 to 3 watts ERP, are often unable
to be heard at the repeater site, particularly in hilly or mountainous terrain or in urban

areas having numerous tall buildings. To correct this power imbalance, one or more satellite
receiving sites may be set up in these coverage areas close to the low-power radios to receive
the low-power signals. Each satellite receiver’s output is sent via telephone line or microwave
radio transmission to a signal comparator at a central site, where the strongest signal is
selected through “voting” and utilized to drive the repeater.
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Another scheme used where there are problems transmitting to and receiving from mobiles
and handheld radios due to large changes in topography requires several repeaters at different
locations that may be switched at a central position, usually at the police communications
dispatch center, to the repeater receiving the highest signal level. In this way the signal is
“steered” toward the station.

Where very large areas are to be covered, for example several counties, simulcast systems
using multiple repeaters operating on the same frequency may be employed. In this case,
all transmitters operate simultaneously and send a composite signal to receivers in the field.
Special emphasis must be placed on frequency stability of the carriers, for they must be
within a few Hertz at all stations; the modulation must be transmitted at exactly the same
time, or there will be interference in the overlap zones of the repeaters.

Frequency and time stability can be accomplished by the use of microwave communications
systems or by using the clock signals received from a global satellite system (such as GPS).

Mobile Repeaters

Small vehicular repeaters have been used to relay transmissions from handheld radios
through the main vehicle radio to headquarters when an officer is in an area where he or

she cannot reach the base repeater. An example of this is when an investigator, located

in the concrete basement of a shopping center, can use a small 450 MHz repeater in the
investigator’s vehicle to bridge communications between the basement and headquarters.
These repeaters have been used traditionally in the 150 and 450 MHz bands, and the concept
is being explored for 800 MHz use by agencies and frequency coordinators.

Trunked Radio Systems

Public safety organizations have traditionally used dedicated repeaters. For example, in many
communities, separate repeaters are used by the police department, the fire department,
administrative departments, and road maintenance department, although the transmission
loading is unequal for the departments most of the time.

If a police department needs to use two repeaters for operation and the road maintenance
department’s repeater is available, the police department may be unable to use it. To use
it requires that the police department’s mobiles tune their receivers to road maintenance’s
frequency and that the police dispatch has an extra base station to contact the road
maintenance repeater. This scenario is not very practical.

A repeater cannot be borrowed by another user, so it often sits vacant on a usable frequency
while a user needing to transmit more information on his or her radio system must wait
until their own repeater is free. To solve this problem and to improve the spectrum efficiency,
the industry developed a “trunked” system concept borrowed from the telephone company
industry.
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One can think of this as a box containing a number of repeaters, each of which may be
switched into a radio circuit as needed. For example, if there are five trunked repeaters and
repeaters #1 and #2 are in use, a central controller will designate #3 as the next repeater to
be used when the need arises. If #1, #3, #4, and #5 are in use, it will designate #2 for the next
user. In this way, repeaters do not stand vacant and the spectrum is more fully used.

When it issued rules for the 800 MHz band, the FCC required that most licensees requiring
five or more channels must use a trunked radio scheme. Systems in place before the regulation
was issued are “grandfathered in” and may continue to add single repeater stations as necessary.

Two technological breakthroughs have made trunked radio systems possible: 1. the
development of microprocessors and personal computers, with their associated software and
cecccccssssnes ) synthesized frequency generators. Microprocessors allow the logical selection of frequencies
for the repeaters. Frequency synthesizers at the repeater and mobile and portable stations allow
000 the radios to set up individual transmitting and receiving frequencies as designated by the base
station microprocessor called the “central controller.”
(XX}
One scheme used to inform the central controller that there is a need for a repeater is a
dedicated data control channel (repeater), which monitors mobiles and handheld stations
at the base station. If a user desires to speak with another user or a group of users, he or she
initiates a transmission on the data control channel indicating his or her ID number and
requesting that he or she talk with another user or a group of users by indicating the group’s or
individual’s ID number. The control channel repeater acknowledges the transmission, and the
) @ @ central controller determines the available repeater and commands the initiator and the target
station(s) to change their operating frequencies to that of the assigned repeater. Typically
within 1/4 second, a voice conversation may then take place. After the conversation, the
radios return to monitoring the control channel and the central controller determines that the
repeater is now available for other use. Note that these systems are totally software driven.

Trunked radio systems are generally used in the 700/800/900 MHz bands. The latest FCC
rules now allow for trunking on public safety spectrum below 512 MHz, provided that these

systems do not interfere with existing radio systems in surrounding areas.

Specialized Mobile Radio (SMR)—Besides local government and law enforcement,
trunked radio systems are used by large electric, gas, oil, and other industries to improve
their efficiencies. A specific class of service, called “specialized mobile radio” was designated
by the FCC to allow the set up of trunked systems that could be used to sell radio services to
commercial and government users.

'The channel bandwidth set up for trunked activities is 30 KHz wide in the 800/900 MHz
band. Original applicants used analog radios; however, enhanced specialized mobile radio has
been the name given for digital SMR systems.
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220 MHz Narrow Bandwidth Band

'The FCC reallocated the frequencies from 220 to 222 MHz for narrow bandwidth
communications use. The channel bandwidth in this frequency band is only 5 KHz so as many
as six channels may be substituted for a single 30 KHz FM channel (e.g., six signals where there
was one, with a subsequent increase in spectrum efficiency of 5:1). The FCC has auctioned off
frequencies in this band for regional and nationwide licensing.

Cellular Radio/Telephone Systems

Originally, two licenses were awarded in each coverage area: one to a wire company and the
other to a wireless company in almost all metropolitan and rural areas. The cellular scheme
allows for a large number of users over a given coverage area to connect to the Public
Switched Telephone Network (PSTN). A great deal of the United States is now covered by
cellular radio, and many law enforcement departments use cellular to supplement their radio
communications systems.

The cellular system employs a number of coverage cells within a geographical area. Each cell
uses a trunked radio system to supply repeaters to users within the cell. Cells are connected
to a Mobile Telephone Switching Office (MTSO) by trunked phone lines, fiberoptic cables,
or microwave links. Cells can range from 30 miles down to 0.5 miles in diameter. When a
cell reaches the maximum capacity of subscribers, it may be divided in two by adding new
antennas and trunked radios and reducing power output to double the original capacity.

When a cellular telephone is turned on, it automatically registers with the local cellular carrier,
and an indicator shows whether there is sufficient signal to connect to a cell. When a number
is called, a dedicated radio control channel receives the information and sends it through the
MTSO to the PSTN system to ring the called person’s number. When the call is answered,
the MTSO sets up a dedicated cell repeater for the subscriber to use for the conversation.

If a call is made from the PSTN to a cellular subscriber, a set of dedicated paging channels at
all the cell sites calls the subscriber’s number. When the subscriber’s cell phone hears the page,
the called subscriber answers the cell phone and the phone signals back through the control
channel that the call has been answered. This triggers the MTSO to set up a repeater for the
conversation. When the subscriber hangs up, the MTSO releases the channel for another call,
as described above.

Characteristics of cellular systems include:

* A very large number of subscribers can be accommodated.

* As the subscriber numbers in a cell reach the cell capacity, the cell may be divided to
double its capacity.

* By keeping the transmitter power low in each cell, transmitting frequencies may be
repeated in nearby cells, thus increasing spectrum efficiency.

IACP/COPS Technology Technical Assistance Program | 409

BN
—0
—0
—0

























